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ATTENTION!
This presentation contains examples of rude, offensive and 

obscene texts.



Chatbots can be toxic



Abstract

• Toxic and unsafe responses are a dangerous problem for chatbots.
• It is hard to clearly define “inappropriateness”.
• However, after collecting a properly labelled dataset, 

a bot can handle it better than just avoiding all sensitive topics.

• Sometimes a toxic utterance can be paraphrased into a safe one while 
preserving its meaning. 
• We propose models that can do it for English and Russian. 
• These models can be extended to styles other than toxicity. 



Our papers

• “We” are the NLP research group at Skoltech 
and the joint MTS-Skoltech laboratory
• sites.skoltech.ru/nlp, sites.skoltech.ru/nlp/joint-mts-skoltech-laboratory

• Detecting Inappropriate Messages on Sensitive Topics 
that Could Harm a Company's Reputation
• arxiv.org/abs/2103.05345; Babakov et al. at BSNLP 2021

• Methods for Detoxification of Texts for the Russian Language
• arxiv.org/abs/2105.09052; Dementieva et al. at Dialog 2021

• Text Detoxification using Large Pre-trained Neural Models
• arxiv.org/abs/2109.08914; Dale et al. at EMNLP 2021

https://sites.skoltech.ru/nlp
https://sites.skoltech.ru/nlp/joint-mts-skoltech-laboratory
https://arxiv.org/abs/2103.05345
https://arxiv.org/abs/2105.09052
https://arxiv.org/abs/2109.08914


Competitions

• Since 2018, Jigsaw (a Google company) has organized competitions on 
recognizing toxic texts:
• How to classify texts in toxic and safe?
• How not to confuse toxicity with controversial topics?
• How to generalize it to non-English languages?
• How to detect different degrees of toxicity?

• In 2020, Odnoklassniki held a similar competition for Russian
• In 2021, Yandex organized the first competition on text detoxification

• The task: rewrite offensive comments from zen.yandex.ru into safe ones
• In 2021, the Junction hackathon presented the problem of fighting toxicity 

in game chats
• Our team team took the third place



Examples from Ok and Yandex datasets
text toxic threat insult obscenity

... похожи лишь тем , что одной масти ... очень похожа дочь мария
миронова ... и глазами . и губами , и вообще ! 0 0 0 0

Вы@бать пид@ра и в питушатник 1 1 1 1

так это у нас, будет, может быть, когда нибудь, вдруг. а ты вчера сосал, 
сегодня сосешь и завтра сосать будешь. 1 0 1 1

всех этих с@к расстрелять с полной конфискацией!!! 1 1 1 0

это не морда-это наглое и ох@евшее е@лище 1 0 1 0

её нужно вы@бать и зарезать 1 1 0 1

я бы всадил в твою попу 1 0 0 1

один конец лома нагреть до бела,и холодным концом ему в жопу. 1 1 0 0

тебе то откуда знать ?ты по нему стрелял что ли?

не могу. Как послушаю наших думцев, например закон о навозе 😀. Так и хочется пыхнуть. Или это, сидите дома , с сохранением З/П.а как 
вам толчки с прорывом. Не, на трезвую голову, нашу власть не реально слушать. В цирк ходить не надо.

это не казак! Потому и смешон. Внимательнее надо быть,если что.

козел

о как РСП-ешки минусуют)),бомбит бедолаг



Toxicity types

• «Pure» toxicity
• Obscenities
• Threats
• Insult
• Identity hate: aggressive (sex|rac|age|…)ism
• Sexual harrassment

• Inappropriateness
• Everything that can harm the author’s reputation or offend the reader
• The most unsafe topics: crime, suicide, porn, prostitution, drugs, gambling, all 

kinds of “ism”, religion, politics…
• Just mentioning these topics is not bad, but has high chances of triggering 

something bad



Detecting Inappropriateness

• “Detecting Inappropriate Messages on Sensitive Topics that Could 
Harm a Company’s Reputation”, Babakov et al, 2021
• Task: detect bad texts automatically
• Step 1: collect texts on 18 sensitive topics

• Filtering texts from otvet.mail.ru и 2ch.kk using dictionaries + labelling on Toloka
• Step 2: labelling by inappropriateness, also on Toloka

• Result: 
• 25К texts labeled by unsafe topics, and 82К – by inappropriateness
• The models trained to classify unsafe topics and inappropriateness
• We recommend to use these models alongside “common” toxicity filters

https://arxiv.org/abs/2103.05345
https://huggingface.co/Skoltech/russian-sensitive-topics
https://huggingface.co/Skoltech/russian-inappropriate-messages


Examples from the inappropriateness dataset

Text Inappropriate Comment Unsafe topic

Ладно бы видного деятеля завалили а тут какого то 
ноунейм нигру преступника

yes Оправдание убийства offline crime, 
racism

Это нарушение УКРФ! no Осуждение нарушения закона offline crime

Религия - это насилие высшего уровня. Верующего 
принуждают к вере еще в младенчестве.

yes Оскорбление чувств верующих religion

Христиане, как вы относитесь к иноверцам, в 
частности к Гамалиилу и к уверовавшим в Иисуса 
фарисеям?

no Обычные вопросы к 
верующим без намека на 
оскорбление их чувств

religion

Хорошо что проституция запрещена no Осуждение проституции prostitution

Возьму бабки и сниму шлюх на выходных yes Популяризация проституции prostitution



Detoxification as text style transfer

The task: given a toxic text X, generate the new text Y, such that
• The style of Y is non-toxic
• The meaning of Y is close to X (or, ideally, identical)
• Y looks naturally (as if it was written by human)

Of course, this makes sense only if X has any non-toxic meaning at all
https://habr.com/ru/company/ru_mts/blog/585804

https://habr.com/ru/company/ru_mts/blog/585804


Why do we need detoxified texts?

Suggest social network users to post 
less toxic versions of their comments

Clean chatbot replies from toxicity



Unsupervised text style transfer

Negative → Positive this is the worst game i have come across in a long time. this is the best game i have come across in a long time.

Negative → Positive we sit down and we got some really slow and lazy service we sit down and we got some great and quick service .

Factual → Romantic two dogs play by a tree two dogs play by a tree, enjoying the happiness of childhood

Politics → Entertainment how do you publish a song? how do you handle a war?

Male → Female Gotta say that beard makes you look like a Viking... Gotta say that hair makes you look like a Mermaid

• Text style transfer problem is similar to machine translation
• However, …

• Parallel corpora
(collections of text pairs with the same meaning but different styles)
are extremely rare
• Can one can get along without parallel data?

The paraphrasing examples are taken from papers where they are considered successful by their authors



Text style transfer methods

• Baselines:
• Just remove all potentially bad words
• Replace the whole bad text with a similar one taken from a collection of good texts

• Our solutions
• Rewrite 200 texts manually and fine-tune a neural network on these pairs 

(DetoxGPT)
• Replace bad words using a masked language model (CondBERT)
• Combine a paraphrasing neural network with a language model 

conditional on styles (ParaGeDi)



How neural models process texts
мы #ла

[CLS] М #ама _ _ р #ам #у . [SEP]

М #ама мы #ла р #ам #у . <e>

<s> М #ама мы #ла р #ам #у .

<s> М #ама мы #ла р ##ам ##у . <e>

Мo #m was was #hing the frame . <e>

<s> Мo #m was was #hing the frame .

BERT: the model fills the gaps, “looking” at the words on the left and on the right 

GPT: the model writes the text word by word from left to right, «looking » only to the left

A classical transformer (such as T5): the model writes the text from left to right, «looking» to the left and at another text



Our models for Russian

• DetoxGPT
• Based on the RuGPT model by Sber

• It can only write texts from left to right
• We trained it on «toxic>>safe» pairs

• CondBERT
• Based on the RuBERT model by DeepPavlov

• It can only fill the missing words in a text
• Filter the top words predicted by BERT by the estimated word toxicity

• Which words are toxic?
• The words occurring more often in toxic texts than in safe ones

• Additionally, filter by word2vec similarity to the original word

Dementieva et al. 2021. Methods for Detoxification of Texts for the Russian Language

https://arxiv.org/abs/2105.09052


Our models for Russian

• не дай бог моя дочь так оденется убью на@уй палкой
• Delete: не дай бог моя дочь так оденется убью палкой
• GPT: извините, но мне вас очень жаль, если вы начнете так одеваться
• BERT: не дай бог моя дочь так оденется станки палкой

• что ты читала из его произведений? дура.а если не читала,то прочти.
• Delete: что ты читала из его произведений.а если не читала,то прочти
• GPT: вы читали его произведения? недалекие. попробуйте почитать посты его друзей
• BERT: что ты читала из его произведений ? пусть . а если не читала , то прочти .

• тебя вношу в список долба@бов.
• Delete: тебя вношу в список
• GPT: Вас вношу в список людей, которые не соответствуют вашим ожиданиям.
• condBERT: тебя вношу в список до

• In general, there is room for growth
• Removing/«beeping out» bad words is the safest method so far



ParaGeDi model
cmon man, the article was complete trash!

Man, the article was a whole ____

Paraphraser
𝑃!"(𝑦#|𝑦$# , 𝑥)

Toxic LM
𝑃%%(𝑦#|𝑦$# , 𝑡𝑜𝑥𝑖𝑐)

Normal LM
𝑃%%(𝑦#|𝑦$# , 𝑠𝑎𝑓𝑒)

trash
crap
mess
hell
bunch
damn
new
…

0.05
0.05
0.03
0.01
0.01
0.03
0.00

…

0.05
0.05
0.03
0.05
0.03
0.05
0.02

…

0.01
0.01
0.06
0.01
0.06
0.01
0.10

…

0.01
0.01
0.06
0.00
0.02
0.01
0.01

…

=- +

input 𝑥

output 𝑦

T5
for paraphrasing

GPT
Trained to generate texts 
conditional on style

mess

• GeDi means «generative discriminator» (Krause, 2020)
• Instead of just adding/subtracting probabilities, we use the Bayes theorem
• So far, we have only models for English



ParaGeDi model

Input this whole article is bullshit .
ParaGeDi This article’s not a good deal.
CondBERT this whole article is considered incomplete .
Mask&Infill* this whole article is compelling .
Input zoological conspiracy theories ( arabisraeli conflict ) , by contrast , sucks horribly .
ParaGeDi By contrast, the zoological theories of conspiracy (the Arab-Israeli conflict) suffer horribly.
CondBERT zoological conspiracy theories ( arabisraeli conflict ) , by contrast , worked out badly .
Mask&Infill zoological conspiracy theories ( arabisraeli conflict ) , by contrast , ends horribly .
Input no room for those stupid antics .
ParaGeDi There’s no space for all those adversities.
CondBERT no room for those . . . those bizarre exploits .
Mask&Infill no room for those compelling antics .

* Mask&Infill (Wu et al, 2019) is the best other text style transfer method (on the moment of writhing the paper), similar to CondBERT



Manual quality evaluation
Model Style Meaning preservation Naturalness Joint score

ParaGeDi 93% 65% 91% 55%

CondBERT 91% 64% 86% 50%

Mask&Infill 75% 59% 62% 27%

• More than half of rewritten texts are acceptable, but we are far from 100%
• It seems that the models can already be used in recommendation mode
• For chatbots, filtering seems to be more efficient than rewriting (so far)
• We expect to improve detoxification quality by collecting a large parallel corpus

• My preliminary experiments with automated data collection already gave +4% joint score



The prospects of text style transfer

• For chatbots, filtering seems to be more efficient than rewriting (so far)
• For entertainment purposes, text style transfer can become a hit
• Controlling formality level of a chatbot
• Stylization for a specific person, genre, epoch, etc.

• For a chitchat model, relevance is more important than meaning 
preservation
• GeDi can be attached not only to a paraphraser, 

but also directly to a neural chitchat model

• There is something exciting ahead!



Useful links

• Wu et al. 2019. Conditional BERT contextual augmentation

• Wu et al. 2019. Mask and infill: Applying masked language model for sentiment transfer

• Krause et al. 2020. Gedi: Generative discriminator guided sequence generation

• Krishna et al. 2020. Reformulating unsupervised style transfer as paraphrase generation

• Babakov et al. 2021. Detecting Inappropriate Messages on Sensitive Topics that Could Harm a Company's Reputation

• Dementieva et al. 2021. Methods for Detoxification of Texts for the Russian Language

• Dementieva et al. 2021. Crowdsourcing of Parallel Corpora: the Case of Style Transfer for Detoxification

• Dale et al. 2021. Text Detoxification using Large Pre-trained Neural Models

Our site: sites.skoltech.ru/nlp

Our demos: detoxifier.nlp.zhores.net, detoxifier.nlp.zhores.net/junction, t.me/ruDetoxifierBot

t.me/cointegrated D.Dale@skoltech.ru

https://doi.org/10.1007/978-3-030-22747-0_7
https://doi.org/10.24963/ijcai.2019/732
https://arxiv.org/abs/2009.06367
https://doi.org/10.18653/v1/2020.emnlp-main.55
https://arxiv.org/abs/2103.05345
https://arxiv.org/abs/2105.09052
http://ceur-ws.org/Vol-2932/paper2.pdf
https://arxiv.org/abs/2109.08914
https://sites.skoltech.ru/nlp
https://detoxifier.nlp.zhores.net/
https://detoxifier.nlp.zhores.net/junction
https://t.me/ruDetoxifierBot
https://t.me/cointegrated
mailto:D.Dale@skoltech.ru

